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Monolith[A]Microservice BY;EZ>

An architectural style that structures an application as a collection of
loosely coupled services, which implement business capabilities.
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Computer A

Service A

Business Logic
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Service Discovery
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Networking
Stack
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Computer B

Service B

Business Logic

Circuit Breaker

Service Discovery

Flow Control

Networking
Stack
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IR 4% VAR EE (35 P B BT SHFK )y “Sidecar” ,
EUN SRR

container
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3. call

client |

1. register 3. lookup

2. lookup
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AR5 MIF&(Service Mesh)HITE X,

Willian Morgan (BuoyantiJCEO) A HKIE X:

A service mesh is a dedicated infrastructure layer for handling service-to-service
communication. It' s responsible for the reliable delivery of requests through the
complex topology of services that comprise a modern, cloud native application. In
practice, the service mesh is typically implemented as an array of lightweight
network proxies that are deployed alongside application code, without the

application needing to be aware.
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Linkerd Istio
. >k Ebuoyant, Scalaif= - KHGoogle, IBMAILyft, Goi&E&
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« 201651 H15H, 0.0.7 %140 « 201745 H &A1 0.1 A
« 201741 H23H, IACNCF « 201843 H K Au0.7 A
« 201744 H25H, 1.0MA K Aq « 201847 H & An 1.0k A
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N+ 20k Istio

BIENENE )=
RS
EIEI%)\K@E‘JSerVice SR 34 a1 T o 43 A 2 )
Registry & Ksidecari# {74t —
P fic &
(]

The main advantage of Istio is introducing a

centralized Control Plane to manage the distributed

o ‘ e mesh, Control plane is a set of

L i agement utilities including:

Pilot: routing tables, service discovery, and load

balancing pools

e  Mixer: Policy enforcement and telemetry
collection

e Citadel: TLS mutual service authentication and
fine-grained RBAC

Solauiaqgn)|

Control Plane [

Standard AP| —————>

Data Plane isI\:N I i

Envoy Linkerd nginmesh

The Istio control plane is highly extendable by design.

® Multiple adapters can be plugged into Pilot to populate the services: Kubernetes, Consul, Mesos...

® Different backends can be connected to Mixer without modification at the application side: Prometheus, Heapster,AWS
CloudWatch...

® Standard APl between Pilot and data plane for service discovery, LB pool and routing tables which decouples the sidecar
implementation and Pilot: Envoy, Linkerd, Nginmesh are all support Istio now and can work along with Istio as sidecar
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‘ —J i ! |
- R | PaaS APP Manager K8s API Server |
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i I : |
I . . _ : : Config Canary |
| |
- | 7 ’
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| % E,?‘, P Policy check) |
| E/%\:ﬁ‘é:) : |
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| ! DexMeshZ 4z |
: : | J:%Eéﬂﬁ:
|
|
c I ¢ ) @ ) ol oL
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Others : |
ther ystems
|
| NS
I Pod Pod NS AER
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7 i ALY 5 - SCFF A RLEE R SOATE W
Kubernetes and Istio assumes that one progress/container is a service.

While this assumption is fine with “pure” Microservices architecture, it does have
problems supporting “Coarse Grained” Service.

An example application: Combination of “fine Grained” and “Coarse Grained” Services

Application How to map
Fine grained Service Coarse grained Service multiple logic
_—————— — - T T T services inside one
I Process )
I Process I I I process to Istio
I (Service-D) : I l service?
- . :
Fm—————— " |
I Process | I :
| o
-——————— - I |
: (Service-F) : I I
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Pull Services ( MSB
I Pilot ]< . .
Service Registr
. . . Registration
Fine grained Service
:_ Process | Coarse grained Service
, '
xDS 'l (Service-D) |
Client Request
r==—=—==== =
I Process !
I Service-E '
Client Request
>
Client Request

Registration
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= B IE5E- Ingress APl Gateway

A N

K8S Ingress Istio Gateway API Gateway

Load balancing Load balancing Load balancing

SSL termination SSL termination SSL termination

Virtual ho§ting Virtual hosting Virtual hosting

® Advanced traffic routing Traffic routing
@ Fault injection API lifecycle management
Other benifits brought by API access monitoring

Cpns i - Istio ° API access authorization
@ﬂw%@%%ﬂ% Y

® APl key management
API Billing and Rate limiting

A3 2 8 SR Y Other business Jogic ...
&

fety, {BEDAPIE

7 4t @)

SEHLAPIE ELRE ),
/D i 55 A% RE
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External request

APl Management /Sl SR e

Service Discovery &

Traffic Management PRl Control Plane
=

Service Mesh s’ p

Client

API Gateway: N FH R 5218 Service Mesh: 45—k 551815 & £
o P S 3 1 S [RTARL P 4R A5 i) 1 © MR

o R FRO B S AN i 42 1) -+ IS

o HPZETRG A . Eﬁaﬁ%ﬁ

o P EIAPIT ) PR A o MFBEVEAN

o APIj ] H ERT 2 o oA A BRI

""""""" .:"""""" o Met;Q@%%Eﬂ&% served _ ZTE¢)—‘(




B IER- 323525 M4~

HAE RS RS A 2 PR, FEFERAE. B85 FThEE K W4 2 7] 1
FERI; MZRITIUR, WRAGEMNEREEE; AR MNEREA R
SLA ; EEMBERERF LM, BEBMES PRGN RS %

/ node 1

controller-manager |--7 i---1 scheduler
piserver
ted
K ethd /
K8S
management
default
_____ v'"——““"“-""“\.‘ control plane
f re Nety
AR - et - media plane

B fKubernetsBE LS FH T Knitter P 283644, #5E 7 VU MZEF1H
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PR3 X S RS T

Istiol. O AN HFZ WM ZK-F 1, 4RSS Hulik FlEnvoy bk 73 BIAE TP AN 28 FIsE, 2= S8 ki R ikt
KATCIER, FHsocketFE/s, EnvoyMFHEJF .

No Service A instance
whose ip is 192.168.63 -->
Service A is not located on

service A (IP:10.75.8.101)

this Node . . .
]" ----- [Serwce Reglstry]
_ A
UIREES 10 Gl o evice A as I' Register service
s Lsnalel b : utboud Listener ! (1IP:10.75.8.101)
send out to . |
10.75.8.101 | -l iy \y it |
Request to Service A : :
> Service A :
I |
| |
|
b= ___ Host/Pod_ _ _ _ _ ——1
?192.168.10.63 10.75.8.101
10.75.8.0/24
192.168.10.0/24
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There is a Service A

instance whose ip is

_ service A (IP:10.75.8.101)
10.7.8.101 --> Service A

is colocated on this Node ...[ Pilot ](_ _____ [Service Registry]
xDS .equest A I ‘ ?
—< nd“ 3! I Sevice Aas Register service
515 @l IAE00K ol I InBound Listener :

request, it should be - v p (1P:10.75.8.101)

send 10 127.0.0.1 ediededadadad o d o d o d o d o dd |

> 190 I

Request to Service A , 127.0.0. _ :

> Envoy Service A |

| |

| |

| |

L Host/Pod

e — 7 AL S [ |
-?192.168.10.63 10.75.8.101
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P ERILIEER-TCP Service AL

fEService Mesh™ Bypass TCPIii &, 1FTCPiERBkidService Meshf{jAbBE, HEEAKiLE| R

aavE >R H A

® 7% —: jHidIPtables bypass TCPIiL &
I IP B B U 150 [ X 43 HTTP A H AR TCPAR
- TR B N 3T U

=

LEL

® & . fEEnvoyH bypass TCP i &
ANTE BN N AT H0E, {HEnvoy B EL 4G X 4 TCP
FIHTTPIR E I BE 71, 75 X EnvoyE AT s

BSEPIE
> Envoyflll: @i —A~H & L Fenvoy listener filter[X
SrHTTPAIAEHTTPIITCPIL &

> Pilotflll: fZPilot T K HILDSACE , KITCPIMEH
Pl —N 48 & Wifilter chain b3, 1Eidtcp proxy filter
B TCPiR 3K % 13- Passthroughfilter, LAk £lbypass TCP
mErRHR.

33
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listener

- mame: 0.0.0.0_12011
B address

EI socket_address

address :

12011

port_value :

g- filter_chains :

EI filter_chain_match

= server_names :

. HTTP.DATA.COM
EI filters :

name : oy hitp

-- config

B

EI filter_chain_match
E- Server_names :
EI filters :

name :

y.tcp_pr

Oy
=- config

stat_prefix :

cluster £ _Passth

h.stEE)

- deprecated_wvl

=- listener_filters :

nvoy.listener. http_inspector _J»
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Operation

‘ Control Plane

I . Consumer Groupl :
! Kafaka Topic AP AT |
| Service Mesh l
I : Consumer I
I ‘I‘\ Vl I
| 52 (V1) ,
I |
: Publisher ‘ AR RS Consumer Group2 :
I |
I |
I ‘ '
: Consumer 1
| (V1) '
I |
I % 75:1-100 :
|

o IR BN S 43 )& T AS Rl Consumer Group
o EIRE P AR R AT B i
o ETRERET, HESWESIHR R (B
o B Kafka S SRR T T A -SRI KafkavH S REATILNE, LB BIFEA [F]
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LRt X S51E
A2 AL R R ARG BAPRE N T _ElifIstio R [X - /003 — il I
A PEREDR L S R

I~ Fix: Consul high CPU usage (#15509) X approved ElC Rl b V] cla: yes Igtm I' [14
#15510 by zhachuabing was merged 15 hours ago + Approved

“/" b Remove warn log message of ignored Consul service tag ® approved u 18
cla:yes lgtm
#15452 by zhaohuabing was merged 11 days ago « Approved

“/" I Avoid unnecessary service change events(#11971) X ¢cla:yes ok-to-test [14
#12148 by zhaohuabing was merged on Mar 1 « Approved

/I Use ServiceMeta to convey the protocol and other service properties X approved cla: yes EX [113
Igtm

#0713 by zhachuabing was merged on Nov 10, 2018 « Approved

-/ I Support multiple network interfaces(#9441) ® approved cla: yes “BX L1 70
#0688 by rhachuabing was merged on Dec 15, 2018 « Approved
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PR R I R«
5451 1 2044 MAAPI Server BLIZE SR EUAC B 204 (Istio CRD)
25 1) 1H] ZH A4 FlKubernetes APl Serverfl & 5525, S DA
B4R EEH, SMSEITREE

B = I B B R B AL, ACLEE

N-Pei gl

« KHMCP (Mesh Configuration Protocol) #rifEHE KT A & 2

«  KFlgalley3k i HiKubernetes API Serverd [ FC B 204, $2tCRDH)
validation, ZE4%, [FD, ACLZEMD & HENI4—&H

Pilot Mixer
(MCP Client) (MCP Client)

i b AL

%mxm\ s S B
S B ‘ N

N )
: MCPHMY |

Galley
(MCP Server)

API Server

fic. & {= K. (Istio CRD)

API Server

fic & {5 K. (Istio CRD)
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: X : Exampie allernate config ingestion scheme '
Galley [ <

Veidation - ™ - Provided component config more directly to
) platform | 7 : components (e.g. bypass ACL, transformations,
. I : B : scheduling) :

ACL i) kBs l. voanurett .« Possible to reuse lowerdevel : Istio test
1 : . cache/protocoligrpe layers : framework
Transformation |[* : g ] :

file g e |

e . J: © In-memory test Server | -

Cache (protos) : : .-

MC#® (xDS protocol)

9rpc (server)

- -+ GalleySEHLUN—MCPHR 55 4%
- component subscribes to Istio AP resource . ) %ﬁﬁMCPW\I”iﬁﬂ&%%%xﬁfﬁiP”0t/Mixeer‘

. updetes (Le. Weich) wih DscoveryRequest. Kubernets API Server HJ & #i
i DiscoveryReguest also serves as ACKINACK

| tor previous response. o FTLASERUE T LA 5 A7 % FRIMCP Server

- server pushes new Istio AP config via
.. DsscoveryResponse

s A —— LOZTEAITGISIESSVSd e . ZTED¥



Istiolll B &2 E-MixerHS

S
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Mixer VIZEH]: Mixer{E y4a 6l 1 1) — NP Sr 2 44

L. RIGNIERCAR 2, wT LU B N 2 > A A I Backend 52 4t

® Envoy EMV SR EE P IIN T X Mixer i FE A, 72k T8 RHI MR 48
® M%) KETelemetryflpolicy check# 75 B 28 iE Mixer, Mixer/ N 2 StifiEi
® XM —"templateskii % A [F]Backend R A FEE 5 E, FEME KEF

Ffc &

Sidecar

Workload

Mixer

1

|

39

Adapters

Backends

ZTED3



Istiolil H jE1HE2E2-Mixer V2 Proposal
Mixer V2: #iMixer{E NF1 N B 2 EnvoyH
N B MixerZ2 4«

® PAL: ~N&~AdapterSEIILAlF &, BEMIAFProxy 2 A 2 7. KRS Eweb

assembly runtime_Fig47 64 I RE

® Adapter: SLHLASFL S THRERIHEF

40

Portable Mixer
Library

Portable Built-In
Adapters

Platform Abstraction Layer

Envoy
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Istiolil H jE1HE2E2-Mixer V2 Proposal
Mixer V2 MV 55 b BRI :

Mixer V2 — R ¥l|AdpterH i, Adapters NHZE

® Ingestion Adapter: F=AIEK, FHHIE RMHT N —1-Backend Adaptern] DL fif (1) 24 45
14

® Backend Adapter: JH PREATHIEIREEN, FEE 5 i KRG LI € DIRe, U0

N
m
>
3
< || =
|| ©
= || #
218
®
O| | o
-3
D
=
kiA

A\ v
- L 0\)\ _____ 0\)\
! Ingestion I Infra
: Adapter ) : Backend
| 4 1
1 1
bY
: & o :
! ¢ ( N e !
1 Trarsform - 1
I I
I I
I I
I
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Service Meshfai b T U S HIN FHIT %, {HService MeshjZ H S I AR B 2B 55, Ll
iz EHBLL AR ME . 222 H Service Meshir SRR, & 7 8 1) 5 A & H = F2 ik By
Service MeshfB& i Ss, W)= B 2284 = 1R LR

HHlGoogle, AWS, ¥, BIH, BB, ENEAFE sRMFH CEE Mt T AF = B
Service Mesh#t& Ik 55 .

Leave all the others to the platform except business logic

[ Paas \ / Paa$S \ FaaS \

Fuction

Fuction Application

Application

Q‘EII
Yo}

)

Virtualization

Virtualization Virtualization

Servers

Servers Servers

Storage

4
& ,

Storage

\ Network / \ Network j \ Network /
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Service Mesh & FEEHE-FREMN

IstiolO&uﬁﬁ Istiofsi 2= HitH:,  HAth Il H 9] Istiol) KiESEdE, %

HAER, FEAETIstior TR

AIstio

I 1L
Envoy Linkerd nginmesh

20174E4] Buoyant CEO William Morgan 1 203 Hi Service Mesh7E X

2017.1 LinkerdfE N5 —/ Service Meshii H 5l ACNCF

2N B T A

2017.4 Google, IBM%DLyft/\ﬂﬁlstloIFi H: Istiohe ) 1 Ml AARAEE R I #2 11 (xDS) 1Y

ME2y, [HA%Service MeshZEH =
20174F5 H K& Ailstio 0.1 4~

* 201747 A Linkerd E A7 H 1. 1. 1A A SCRFFlIstio£E ik
e 201748 A Nginx 15 5L T Istio f %45 M 10l H Nignmesh

43
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Service Mesh & FEEHE-FREMN

2018-2019: Service Mesh E&SZEFN K&, % >Service Mesh 5 S YR It H AH 24k 7R B

® BuoyantlFVEE, KAlinkerd2, BLFEE I A= HI T 4H A, A SCFF M IstioBE Y
® Consul &K Aficonnect, 3 %FService meshIjfe, SZHFKHenvoylE NEHE

® X nHz] EYrYy K AmService Mesh s AR 55

® Solo.io K ffiService Mesh® H*F- &5 SuperGloo, £z, ZMeshif)E H

Bt & Service Meshf M., E&Service MeshZ 8] f B I8 A1 3 25 14 U6 1l N — > m A5 fif ok
) 1] /8t

&
Z Mesh’E .

SuperGloo

IS C: aws
P8 T AISUO JIS)L : 3 A\ Azure

Azure Service

Linkerd2 Consul Traffic Director  Fapric Mesh AWS App Mesh
Mz i | .'. ® ®
. EEcE Y
Envoy Linkerd2-proxy  Consul connect Gloo  eassaoor
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Service Mesh & FEEHE-FREMN

o ¥IEMmAIRHELL: Google I S 7ECNCFAY 7. Universal Data Plane API Gl FHEIE~F AP TAE4H,
FFxDS AR TE 2 L4/ 70 B R I br AEFE 1, AR @ 3 istio AE S R AR

o EHImARAE: WEKESk, BXS Linkerd, HashiCorp, SoloZs % jtdService Mesh Interface
(SMD) , & I FIARERRTE, PUHEESZILA 1 Service Meshf) BiE M, ki H #iistiofE
1) T 1) ZE W Hi S

FE T MeshHI N : g

(EEMeshfE B, M., 2JRHIg. &R ILMSE)  SuperGloo

~ seniceMeshinterface
725 11| T 70 H AIStiO rrT.E(TI G‘? 3 A\ Azure a\VV/S’

Azure Service
Linkerd2 Consul  Traffic Director  rapric Mesh AWS App Mesh

~ UniersalDataPlaneAPl
spmse f’%ﬁ‘l CI ) é

Envoy Linkerd2-proxy ~ Consul connect  Glog
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- EAService Mesh{t X

http://servicemesher.com

- BE

http://zhaohuabing.com

https://medium.com/@zhaohuabing

e Github
https://github.com/zhaohuabing




